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DEPARTMENT OF CSE (ARTIFICIAL INTELLIGENCE & MACHINE 

LEARNING) 

COURSE STRUCTURE 
 

III Year                                                                                                II Semester 

S.No. 
Course 

Code 
Course Title 

Periods Per 
Week Credits 

L     T P 

1 CM601PC Artificial Intelligence 3 1 0 4 

2 CM602PC DevOps 3 1 0 4 

3 CM603PC Natural Language Processing 3 1 0 4 

4  Professional Elective – III 3 0 0 3 

5  Open Elective - I 3 0 0 3 

6 
CM604PC 

Artificial Intelligence and Natural 
Language Lab 

Processing Lab 

0 0 3 1.5 

7 CM605PC DevOps Lab 0 0 3 1.5 

8  Professional Elective - III Lab 0 0 2 1 

9 MC607 Cyber Security 3 0 0 0 

 Total Credits 18 3 8 22 
 

    Professional Elective III 
 

S.No Course Code Course Title 

1  Deep Learning 

2  Mobile Application & Development 

3  Cryptography and Network Security 

4  Internet of Things 

5  Data Mining 
     

    Open Elective – I 
 

S.No Course Code Course Title 

1  Fundamental of AI 

2  Machine Learning  

3  Natural Language Processing  

 
   

http://www.aceec.ac.in/


     Professional Elective III Lab 
 

S.No Course Code Course Title 

1  Internet of Things Lab 

2  Data Mining lab 

3  Deep Learning Lab 

4  Mobile Application Development lab 

5  Cryptography and Network Security Lab 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

ARTIFICIAL INTELLIGENCE 

 
B.Tech. III Year II Semester 

Course Code Category Hours/Week Credits Maximum Marks 

  
L T P C CIA SEE Total 
3 1 - 4 30 70 100 

Contact Classes: 
45 

Tutorial 
Classes: 15 

Practical Classes: 
Nil 

Total Classes: 60 

1.  Prerequisite: A course on “Computer Programming and Data Structures” 

2. A course on “Advanced Data Structures” 

3. A course on “Design and Analysis of Algorithms” 

4. A course on “Mathematical Foundations of Computer Science” 

5. Some background in linear algebra, data structures and algorithms, and 

probability will all be helpful 

  Course Objectives:  

 To learn the distinction between optimal reasoning Vs. human like reasoning 

 To understand the concepts of state space representation, exhaustive search, 

heuristic search together with the time and space complexities. 

 To learn different knowledge representation techniques. 

 To understand the applications of AI, namely game playing, theorem 

proving, and machine learning. 

  Course Outcomes:  
 Ability to formulate an efficient problem space for a problem expressed in natural 

language. 
 Select a search algorithm for a problem and estimate its time and space 

complexities. 
 Possess the skill for representing knowledge using the appropriate 

technique for given problem. 

 Possess the ability to apply AI techniques to solve problems of game playing, 

and machine learning. 

 

Unit: I Problem Solving by Search-I: 

  Problem Solving by Search-I: Introduction to AI, Intelligent Agents 

     Problem Solving by Search –II: Problem-Solving Agents, Searching for Solutions, 

Uninformed Search Strategies: Breadth-first search, Uniform cost search, Depth-

first search, Iterative deepening Depth-first search, Bidirectional search, Informed 

(Heuristic) Search Strategies: Greedy best-first search, A* search, Heuristic 

Functions, Beyond Classical Search: Hill-climbing search, Simulated annealing 

search, Local Search in Continuous Spaces, Searching with Non-Deterministic 

Actions, Searching wih Partial Observations,  Online Search Agents and 

Unknown Environment . 

 

 

 

Unit: II Problem Solving by Search-II and Propositional Logic 

 



 

  Problem Solving by Search-II and Propositional Logic 

 Adversarial Search: Games, Optimal Decisions in Games, Alpha–Beta Pruning, 

ImperfectReal-Time Decisions. 

Constraint Satisfaction Problems: Defining Constraint Satisfaction Problems, 

Constraint Propagation, Backtracking Search for CSPs, Local Search for CSPs, 

The Structure of Problems. 

Propositional Logic: Knowledge-Based Agents, The Wumpus World, Logic, 

Propositional Logic, Propositional Theorem Proving: Inference and proofs, Proof 

by resolution, Horn clauses and definite clauses, Forward and backward 

chaining, Effective Propositional Model Checking, Agents Based on Propositional 

Logic. 

 
 

Unit: III Logic and Knowledge Representation 

 
  Logic and Knowledge Representation 

First-Order Logic: Representation, Syntax and Semantics of First-Order Logic, Using 
First-Order Logic, Knowledge Engineering in First-Order Logic. 
Inference in First-Order Logic: Propositional vs. First-Order Inference, 

Unification and Lifting, Forward Chaining, Backward Chaining, Resolution. 

Knowledge Representation: Ontological Engineering, Categories and Objects, 

Events. Mental Events and Mental Objects, Reasoning Systems for Categories, 

Reasoning with Default Information. 

 
 
 
 
 
 
 
 
 

Unit: IV Planning 

Planning 

 Classical Planning: Definition of Classical Planning, Algorithms for Planning 

with State-Space Search, Planning Graphs, other Classical Planning Approaches, 

Analysis of Planning approaches. 

Planning and Acting in the Real World: Time, Schedules, and Resources, 

Hierarchical Planning, Planning and Acting in Nondeterministic Domains, Multi 

agent Planning. 

 

Unit: V Uncertain knowledge and Learning 

 
  Uncertain knowledge and Learning 

Uncertainty: Acting under Uncertainty, Basic Probability Notation, Inference 

Using Full Joint Distributions, Independence, Bayes’ Rule and Its Use, 

Probabilistic Reasoning: Representing Knowledge in an Uncertain Domain, The 

Semantics of Bayesian Networks, Efficient Representation of Conditional 

Distributions, Approximate Inference in Bayesian Networks, Relational and First-

Order Probability, Other Approaches to Uncertain Reasoning; Dempster-Shafer 

theory. 

 Learning: Forms of Learning, Supervised Learning, Learning Decision Trees. 

Knowledge in Learning: Logical Formulation of Learning, Knowledge in 

Learning, Explanation-Based Learning, Learning Using Relevance Information, 

Inductive Logic Programming. 

 

Text Books: 
1. Artificial Intelligence A Modern Approach, Third Edition, Stuart Russell and 
Peter Norvig, Pearson Education. 
  

   



REFERENCE BOOK: 

1.Artificial Intelligence, 3rd Edn, E. Rich and K.Knight (TMH) 

2.Artificial Intelligence, 3rd Edn., Patrick Henny Winston, Pearson Education. 

3.Artificial Intelligence, Shivani Goel, Pearson Education. 

4. Artificial Intelligence and Expert systems – Patterson, Pearson Education 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

DEVOPS 
B.Tech. III Year II Semester 

Course Code Category Hours/Week Credits Maximum Marks 

  
L T P C CIA SEE Total 
3 1 - 4 30 70 100 

Contact Classes: 
45 

Tutorial 
Classes: 15 

Practical Classes: 
Nil 

Total Classes: 60 

  Course Objectives: The main objectives of this course are to: 

1.Describe the agile relationship between development and IT operations. 
2.Understand the skill sets and high-functioning teams involved in DevOps 

and related        methods to reach a continuous delivery capability. 
3.Implement automated system update and DevOps lifecycle. 

 
 

 

 Course Outcomes: On successful completion of this course, students will be able to: 

1. Identify components of Devops environment. 
2. Describe Software development models and architectures of DevOps. 
3. Apply different project management, integration, testing and code deployment 

tool. 
4. Investigate different DevOps Software development models. 
5. Assess various Devops practices. 
6. Collaborate and adopt Devops in real-time projects. 

 
  

Unit: I Introduction: 

  Introduction: Introduction, Agile development model, DevOps, and ITIL. 

DevOps process and Continuous Delivery, Release management, Scrum, 

Kanban, delivery pipeline, bottlenecks, examples 

 

 

 

 

Unit: II Software development models and DevOps:  

Software development models and DevOps: DevOps Lifecycle for Business 

Agility, DevOps, and Continuous Testing. DevOps influence on Architecture: 

Introducing software architecture, The monolithic scenario, Architecture rules of 

thumb, The separation of concerns, Handling database migrations, 

Microservices, and the data tier, DevOps, architecture, and resilience. 

 
 

 
 

Unit: III Introduction to project management: 

I   Introduction to project management: The need for source code control, The 

history of sourcecode management, Roles and code, source code management 

system and migrations, Shared authentication, Hosted Git servers, Different Git 

server implementations, Docker intermission, Gerrit, The pull request model, 

GitLab. 

 
 
 
 
 
 
 
 

Unit: IV Integrating the system: 

Integrating the system: Build systems, Jenkins build server, Managing build 

dependencies, Jenkins plugins, and file system layout, The host server, Build 

slaves, Software on the host, Triggers, Job chaining and build pipelines, Build 

servers and infrastructure as code, Building by dependency order, Build phases, 

Alternative build servers, Collating quality measures. 

 



Unit: V Testing Tools and automation: 
   

Testing Tools and automation: Various types of testing, Automation of testing 

Pros and cons, Selenium - Introduction, Selenium features, JavaScript testing, 

Testing backend integration points, Test-driven development, REPL-driven 

development 

Deployment of the system: Deployment systems, Virtualization stacks, code 

execution at the client, Puppet master and agents, Ansible, Deployment tools: 

Chef, Salt Stack and Docker 

 

Text Books: 

1. Joakim Verona. Practical Devops, Second Edition. Ingram short title; 2nd 

edition (2018). ISBN- 10: 1788392574 

2. Deepak Gaikwad, Viral Thakkar. DevOps Tools from Practitioner's 

Viewpoint. Wiley publications. ISBN: 9788126579952 

   REFERENCE BOOK: 

1. Len Bass, Ingo Weber, Liming Zhu. DevOps: A Software Architect's 

Perspective. Addison Wesley; ISBN-10. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



NATURAL LANGUAGE PROCESSING 

 
B.Tech. III Year II Semester 

Course Code Category Hours/Week Credits Maximum Marks 

  
L T P C CIA SEE Total 
3 1 - 4 30 70 100 

Contact Classes: 
45 

Tutorial 
Classes: 15 

Practical Classes: 
Nil 

Total Classes: 60 

 Prerequisite: Data structures, finite automata and probability theory 

 

 

 Course Objectives:  

 Introduce to some of the problems and solutions of NLP and their relation 

to linguistics and statistics. 

 

 

 Course Outcomes:  

 Show sensitivity to linguistic phenomena and an ability to model them with 

formal grammars. 

 Understand and carry out proper experimental methodology for 

training and evaluating empirical NLP systems 

 Able to manipulate probabilities, construct statistical models over 

strings and trees, and estimate parameters using supervised and 

unsupervised training methods. 

 Able to design, implement, and analyze NLP algorithms 

 Able to design different language modeling Techniques. 

 

Unit: I Finding the Structure of Words: 

  Finding the Structure of Words: Words and Their Components, Issues and 

Challenges,  Morphological Models 

Finding the Structure of Documents: Introduction, Methods, Complexity of the 

Approaches, Performances of the Approaches 

 

 

 

 

Unit: II Syntax Analysis: 

Syntax Analysis: Parsing Natural Language, Treebanks: A Data-Driven 

Approach to Syntax, Representation of Syntactic Structure, Parsing Algorithms, 

Models for Ambiguity Resolution in Parsing, Multilingual Issues 

 Unit: III Semantic Parsing:  

  Semantic Parsing: Introduction, Semantic Interpretation, System Paradigms, Word 

Sense Systems, Software. 

 
 
 
 
 
 
 
 
 

Unit: IV     Predicate- 

Predicate-Argument Structure, Meaning Representation Systems, Software. 

 
 

 

 

Unit: V Uncertain knowledge and Learning 

 



Discourse Processing: Cohension, Reference Resolution, Discourse Cohension 

and Structure Language Modeling: Introduction, N-Gram Models, Language 

Model Evaluation, Parameter Estimation, Language Model Adaptation, Types 

of Language Models, Language-Specific Modeling Problems, Multilingual and 

Crosslingual Language Modeling 

 
 

 
Text Books: 

1. Multilingual natural Language Processing Applications: From Theory to 

Practice –

 Daniel M. Bikel and Imed Zitouni, Pearson Publication 
2. Natural Language Processing and Information Retrieval: Tanvier Siddiqui, U.S. 

Tiwary 
 

   REFERENCE BOOK: 

1. Speech and Natural Language Processing - Daniel Jurafsky & James H Martin, 

Pearson Publications 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



DEEP LEARNING (Professional Elective – III) 

 
B.Tech. III Year II Semester 

Course Code Category Hours/Week Credits Maximum Marks 

  
L T P C CIA SEE Total 
3 - - 3 30 70 100 

Contact Classes: 
45 

Tutorial 
Classes: 15 

Practical Classes: 
Nil 

Total Classes: 60 

 Course Objectives:  

 To introduce the foundations of Artificial Neural Networks 

 To acquire the knowledge on Deep Learning Concepts 

 To learn various types of Artificial Neural Networks 

 To gain knowledge to apply optimization strategies 

 

 
 Course Outcomes:  
 Ability to understand the concepts of Neural Networks 

 Ability to select the Learning Networks in modeling real world systems 

 Ability to use an efficient algorithm for Deep Models 

 Ability to apply optimization strategies for large scale applications 
 

 

 
 

Unit: I Artificial Neural Networks 

Artificial Neural Networks Introduction, Basic models of ANN, important 

terminologies, Supervised Learning Networks, Perceptron Networks, Adaptive 

Linear Neuron, Back-propagation Network. Associative Memory Networks. 

Training Algorithms for pattern association, BAM and Hopfield Networks. 

 

 

Unit: II Unsupervised Learning Network 

Unsupervised Learning Network- Introduction, Fixed Weight Competitive Nets, 

Maxnet, Hamming Network, Kohonen Self-Organizing Feature Maps, Learning 

Vector Quantization, Counter Propagation Networks, Adaptive Resonance 

Theory Networks. Special Networks-Introduction to various networks. 

 Unit: III Introduction to Deep Learning,  

 Introduction to Deep Learning, Historical Trends in Deep learning, Deep Feed - 

forward networks, Gradient-Based learning, Hidden Units, Architecture Design, 

Back-Propagation and Other Differentiation Algorithms 

 
 

 

 
 
 
 
 
 
 
 
 

Unit: IV Regularization for Deep Learning: 

Regularization for Deep Learning: Parameter norm Penalties, Norm Penalties as 

Constrained Optimization, Regularization and Under-Constrained Problems, 

Dataset Augmentation, Noise Robustness, Semi-Supervised learning, Multi-task 

learning, Early Stopping, Parameter Typing and Parameter Sharing, Sparse 

Representations, Bagging and other Ensemble Methods, Dropout, Adversarial 

Training, Tangent Distance, tangent Prop and Manifold, Tangent Classifier 

 



Unit: V Optimization for Train Deep Models: 

 

Optimization for Train Deep Models: Challenges in Neural Network 

Optimization, Basic Algorithms, Parameter Initialization Strategies, Algorithms 

with Adaptive Learning Rates, Approximate Second- Order Methods, 

Optimization Strategies and Meta-Algorithms 

Applications: Large-Scale Deep Learning, Computer Vision, Speech 

Recognition, Natural Language Processing 

 
Text Books: 

1. Deep Learning: An MIT Press Book By Ian Goodfellow and Yoshua Bengio and 
Aaron Courville 

2. Neural Networks and Learning Machines, Simon Haykin, 3rd Edition, Pearson 
Prentice Hall. 

  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



MOBILE APPLICATION DEVELOPMENT (Professional 

Elective – III) 

 
B.Tech. III Year II Semester 

Course Code Category Hours/Week Credits Maximum Marks 

  
L T P C CIA SEE Total 
3 - - 3 30 70 100 

Contact Classes: 
45 

Tutorial 
Classes: 15 

Practical Classes: 
Nil 

Total Classes: 60 

 Prerequisite:  

1. Acquaintance with JAVA programming. 
2. A Course on DBMS. 

 

 

 

 

 

 Course Objectives:  

 To demonstrate their understanding of the fundamentals of Android operating 
systems. 

 To improves their skills of using Android software development tools. 

 To demonstrate their ability to develop software with reasonable complexity on 
mobile platform. 

 To demonstrate their ability to deploy software to mobile devices. 

 To demonstrate their ability to debug programs running on mobile devices. 
 

 Course Outcomes:  
 Student understands the working of Android OS Practically. 

 Student will be able to develop Android user interfaces 

 Student will be able to develop, deploy and maintain the Android Applications. 

 
 

Unit: I Introduction to Android Operating System: 

Introduction to Android Operating System: Android OS design and Features – 

Android development framework, SDK features, Installing and running 

applications on Android Studio, Creating AVDs, Types of Android applications, 

Best practices in Android programming, Android tools 

Android application components – Android Manifest file, Externalizing resources 

like values, themes, layouts, Menus etc, Resources for different devices and 

languages, Runtime Configuration Changes Android Application Lifecycle – 

Activities, Activity lifecycle, activity states, monitoring state changes 

 

 

Unit: II Android User Interface: 

Android User Interface: Measurements – Device and pixel density independent 

measuring UNIT - s Layouts – Linear, Relative, Grid and Table Layouts 

User Interface (UI) Components – Editable and non-editable TextViews, Buttons, 

Radio and Toggle Buttons, Checkboxes, Spinners, Dialog and pickers 
Event Handling – Handling clicks or changes of various UI components 
Fragments – Creating fragments, Lifecycle of fragments, Fragment states, Adding 

fragments to Activity, adding, removing and replacing fragments with fragment 

transactions, interfacing between fragments and Activities, Multi-screen Activities 



Unit: III Intents and Broadcasts  

 

Intents and Broadcasts: Intent – Using intents to launch Activities, Explicitly 

starting new Activity, Implicit Intents, Passing data to Intents, Getting results 

from Activities, Native Actions, using Intent to dial a number or to send SMS 

Broadcast Receivers – Using Intent filters to service implicit Intents, Resolving 

Intent filters, finding and using Intents received within an Activity 
Notifications – Creating and Displaying notifications, Displaying Toasts 
 
 

 

 
 
 
 
 
 
 
 
 

Unit: IV Persistent Storage: 

Persistent Storage: Files – Using application specific folders and files, creating 

files, reading data from files, listing contents of a directory Shared Preferences – 

Creating shared preferences, saving and retrieving data using Shared Preference 

 
Unit: V Database – Introduction to SQLite database, 

Database – Introduction to SQLite database, creating and opening a database, 

creating tables, inserting retrieving and etindelg data, Registering Content 

Providers, Using content Providers (insert, delete, retrieve and update) 

 Text Books: 

1. Professional Android 4 Application Development, Reto Meier, Wiley India, 
(Wrox), 2012. 

2. Android Application Development for Java Programmers, James C Sheusi, 

Cengage Learning, 2013. 

 

 

REFERENCE BOOK: 

1. Beginning Android 4 Application Development, Wei-Meng Lee, Wiley India 
(Wrox), 2013. 

 

 

 

 

 

 

 

 

 

 

 

 

 



CRYPTOGRAPHY AND NETWORK SECURITY (Professional 

Elective - III) 

 

B.Tech. III Year II Semester 

Course Code Category Hours/Week Credits Maximum Marks 

  
L T P C CIA SEE Total 
3 - - 3 30 70 100 

Contact Classes: 
45 

Tutorial 
Classes: 15 

Practical Classes: 
Nil 

Total Classes: 60 

Course Objectives: 

 Explain the objectives of information security 

 Explain the importance and application of each of confidentiality, 

integrity, authentication and availability 

 Understand various cryptographic algorithms. 

 Understand the basic categories of threats to computers and networks 

 Describe public-key cryptosystem. 

 Describe the enhancements made to IPv4 by IPSec 

 Understand Intrusions and intrusion detection 

 Discuss the fundamental ideas of public-key cryptography. 

 Generate and distribute a PGP key pair and use the PGP package to 

send an encrypted e- mail message. 

 Discuss Web security and Firewalls 

 

 

 

 

  

 Course Outcomes:  
 Student will be able to understand basic cryptographic algorithms, message 

and web authentication and security issues. 

 Ability to identify information system requirements for both of them such as 
client and server. 

 Ability to understand the current legal issues towards information security. 

 

 
 

Unit: I Security Concepts: 

Security Concepts: Introduction, The need for security, Security approaches, 

Principles of security, Types of Security attacks, Security services, Security 

Mechanisms, A model for Network Security Cryptography Concepts and 

Techniques: Introduction, plain text and cipher text, substitution techniques, 

transposition techniques, encryption and decryption, symmetric and 

asymmetric key cryptography, steganography, key range and key size, possible 

types of attacks. 

 
 

 

Unit: II Symmetric key Ciphers: 

Symmetric key Ciphers: Block Cipher principles, DES, AES, Blowfish, RC5, 

IDEA, Block cipher operation, Stream ciphers, RC4. 

Asymmetric key Ciphers: Principles of public key cryptosystems, RSA 

algorithm, Elgamal Cryptography, Diffie-Hellman Key Exchange, Knapsack 

Algorithm. 

 
Unit: III Cryptographic Hash Functions: 



Cryptographic Hash Functions: Message Authentication, Secure Hash 

Algorithm (SHA-512), Message authentication codes: Authentication 

requirements, HMAC, CMAC, Digital signatures, Elgamal Digital Signature 

Scheme. 

Key Management and Distribution: Symmetric Key Distribution Using Symmetric 
& Asymmetric Encryption, Distribution of Public Keys, Kerberos, X.509 
Authentication Service, Public – Key Infrastructure 
 

 

 

 
 
 
 
 
 
 
 
 

 
Unit: IV 

 

Transport-level Security: 

Transport-level Security: Web security considerations, Secure Socket Layer and 

Transport Layer Security, HTTPS, Secure Shell (SSH) 

Wireless Network Security: Wireless Security, Mobile Device Security, IEEE 

802.11 Wireless LAN, IEEE 802.11i Wireless LAN Security 

 Unit: V E-Mail Security: 

E-Mail Security: Pretty Good Privacy, S/MIME IP Security: IP Security 

overview, IP Security architecture, Authentication Header, Encapsulating 

security payload, Combining security associations, Internet Key Exchange 

Case Studies on Cryptography and security: Secure Multiparty Calculation, 

Virtual Elections, Single sign On, Secure Inter-branch Payment Transactions, 

Cross site Scripting Vulnerability. Text Books: 

1. Cryptography and Network Security - Principles and Practice: William 

Stallings, Pearson Education, 6th Edition 
2. Cryptography and Network Security: Atul Kahate, Mc Graw Hill, 3rd Edition 

 

 

REFERENCE BOOK: 

1. Cryptography and Network Security: C K Shyamala, N Harini, Dr T R 

Padmanabhan, Wiley India, 1st Edition. 
2. Cryptography and Network Security: Forouzan Mukhopadhyay, Mc Graw Hill, 

3rd Edition. 

3. Information Security, Principles, and Practice: Mark Stamp, Wiley India. 

4. Principles of Computer Security: WM. Arthur Conklin, Greg White, TMH. 

5. Introduction to Network Security: Neal Krawetz, CENGAGE Learning. 

6. Network Security and Cryptography: Bernard Menezes, CENGAGE Learning. 

 

 

 

 

 

 

 

 



Internet of Things (Professional Elective - III) 

B.Tech. III Year II Semester 

Course Code Category Hours/Week Credits Maximum Marks 

  
L T P C CIA SEE Total 
3 - - 3 30 70 100 

Contact Classes: 
45 

Tutorial 
Classes: 15 

Practical Classes: 
Nil 

Total Classes: 60 

Course Objectives: 

1. To introduce the terminology, technology and its applications   

2. To introduce the concept of M2M (machine to machine) with necessary protocols 

3.   To introduce the Python Scripting Language which is used in many IoT devices 

4.   To introduce the Raspberry PI platform, that is widely used in IoT applications   

5. To introduce the implementation of web based services on IoT devices 

 

 

 

 

  

 Course Outcomes:    
1. Interpret the impact and challenges posed by IoT networks leading to new 

architectural models.   
2. Compare and contrast the deployment of smart objects and the technologies to 

connect them to the network. 

3.   Appraise the role of IoT protocols for efficient network communication.  
4.  Elaborate the need for Data Analytics and Security in IoT.  
5.  Illustrate different sensor technologies for sensing real world entities and identify 

the applications of IoT in Industry. 
 

 
 

Unit: I Introduction to Internet of Things 

Introduction to Internet of Things –Definition and Characteristics of IoT, Physical 

Design of IoT – IoT Protocols, IoT communication models, Iot Communication APIs 

IoT enabaled Technologies – Wireless Sensor Networks, Cloud Computing, Big data 

analytics, Communication protocols, Embedded Systems, IoT Levels and Templates 

Domain Specific IoTs – Home, City, Environment, Energy, Retail, Logistics, 

Agriculture, Industry, health and Lifestyle  

 
 

 

Unit: II IoT and M2M 

IoT and M2M – Software defined networks, network function virtualization, 

difference between SDN and NFV for IoT Basics of IoT System Management with 

NETCOZF, YANG- NETCONF, YANG, SNMP NETOPEER  

 
Unit: III Introduction to Python 

Introduction to Python - Language features of Python, Data types, data structures, 

Control of flow, functions, modules, packaging, file handling, data/time operations, 

classes, Exception handling Python packages - JSON, XML, HTTPLib, URLLib, 

SMTPLib  

 

 

 

 

 
 
 

Unit: IV 
 

IoT Physical Devices and Endpoints 



IoT Physical Devices and Endpoints - Introduction to Raspberry PI-Interfaces (serial, 

SPI, I2C) Programming – Python program with Raspberry PI with focus of 

interfacing external gadgets, controlling output, reading input from pins. 

 

 

Unit: V IoT Physical Servers and Cloud Offerings 

 

IoT Physical Servers and Cloud Offerings – Introduction to Cloud Storage models and 

communication APIs Webserver – Web server for IoT, Cloud for IoT, Python web 

application framework Designing a RESTful web API  

 
Text Books: 

1. Internet of Things - A Hands-on Approach, Arshdeep Bahga and Vijay Madisetti, 

Universities Press, 2015, ISBN: 9788173719547  

2. Getting Started with Raspberry Pi, Matt Richardson & Shawn Wallace, O'Reilly 

(SPD), 2014, ISBN: 9789350239759 

 

  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



Data Mining (Professional Elective - III) 

B.Tech. III Year II Semester 

Course Code Category Hours/Week Credits Maximum Marks 

  
L T P C CIA SEE Total 
3 - - 3 30 70 100 

Contact Classes: 
45 

Tutorial 
Classes: 15 

Practical Classes: 
Nil 

Total Classes: 60 

 Pre-Requisites: 

1. A course on “Database Management Systems” 

2.  Knowledge of probability and statistics 

 

 

 

 

 

  

 Course Objectives: 

1. It presents methods for mining frequent patterns, associations, and correlations. 
2.  It then describes methods for data classification and prediction, and data–

clustering 
3. approaches. 
4.  It covers mining various types of data stores such as spatial, textual, multimedia, 

streams. 
 

 

 
 

 Course Outcomes: 

1. Ability to understand the types of the data to be mined and present a general 

classification of tasks and primitives to integrate a data mining system. 

2.  Apply preprocessing methods for any given raw data. 

3.  Extract interesting patterns from large amounts of data. 

4.  Discover the role played by data mining in various fields. 

5.  Choose and employ suitable data mining algorithms to build analytical 

applications 

6.  Evaluate the accuracy of supervised and unsupervised models and algorithms. 

 
Unit: I Data Mining: 

Data Mining: Data–Types of Data–, Data Mining Functionalities– Interestingness 
Patterns– 
Classification of Data Mining systems– Data mining Task primitives –Integration of 
Data mining system with a Data warehouse–Major issues in Data Mining–Data 
Preprocessing. 
 

 

Unit: II Association Rule Mining: 

Association Rule Mining: Mining Frequent Patterns–Associations and correlations – 
Mining 
Methods– Mining Various kinds of Association Rules– Correlation Analysis– 
Constraint based 
Association mining. Graph Pattern Mining, SPM. 

 

Unit: 
III 

Classification 

Classification: Classification and Prediction – Basic concepts–Decision tree induction–
Bayesian 
classification, Rule–based classification, Lazy learner. 
 

      UNIT - 

IV 

 

Clustering and Applications: 

Clustering and Applications: Cluster analysis–Types of Data in Cluster  analysis–

Categorization of Major Clustering Methods– Partitioning Methods, Hierarchical 

Methods– Density–Based Methods,  Grid–Based Methods, Outlier Analysis. 

 
UNIT - V 

 

Advanced Concepts: 



Advanced Concepts: Basic concepts in Mining data streams–Mining Time–series 
data––Mining 
sequence patterns in Transactional databases– Mining Object– Spatial– Multimedia–
Text and Web data – Spatial Data mining– Multimedia Data mining–Text Mining– 
Mining the World Wide Web. 

 
 

 TEXT BOOKS: 

1. Data Mining – Concepts and Techniques – Jiawei Han & Micheline Kamber, 3rd 
Edition Elsevier. 
2. Data Mining Introductory and Advanced topics – Margaret H Dunham, PEA. 

 

 REFERENCE BOOK: 

1. Ian H. Witten and Eibe Frank, Data Mining: Practical Machine Learning Tools and 
Techniques 
(Second Edition), Morgan Kaufmann, 2005. 
  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
 

 

 



 

 

Machine Learning (Open Elective-1) 

B.Tech. III Year II Semester 

Course Code Category Hours/Week Credits Maximum Marks 

  
L T P C CIA SEE Total 
3 - - 3 30 70 100 

Contact Classes: 
45 

Tutorial 
Classes: 15 

Practical Classes: 
Nil 

Total Classes: 60 

Course Objectives: 

1. To understand pattern classification algorithms to classify multivariate data 

2. To understand the Implementation of genetic algorithms 

3. To gain knowledge about Q-Learning 

4. To create new machine learning techniques. 

 
 

 

 

  

 Course Outcomes:  
 Upon completion of the course, the students will be able to: 

1. Develop and apply pattern classification algorithms to classify multivariate data. 

2. Develop and apply regression algorithms for finding relationships between data 

variables. 

3. Develop and apply reinforcement learning algorithms for learning to control 

complex systems. 

4. Write scientific reports on computational machine learning methods, results and 

conclusions. 

 

 

Unit: I BASICS Learning Problems 

BASICS Learning Problems Perspectives and Issues Concept Learning Version 

Spaces and 

Candidate eEliminations – Inductive bias – Decision Tree learning – Representation – 

Algorithm – Heuristic Space Search 

 

Unit: II NEURAL NETWORKS AND GENETIC ALGORITHMS: 

NEURAL NETWORKS AND GENETIC ALGORITHMS: Neural Network 

Representation Problems Perceptions Multilayer Networks and Back Propagation 

Algorithms – Advanced Topics – Genetic Algorithms Hypothesis Space Search– 

Genetic Programming – Models of Evolutions and Learning. 

 

 

 

Unit: III BAYESIAN AND COMPUTATIONAL LEARNING: 

BAYESIAN AND COMPUTATIONAL LEARNING: Bayes Theorem Concept 

Learning Maximum Likelihood Minimum Description Length Principle Bayes 

Optimal Classifier Gibbs Algorithm Naïve Bayes Classifier Bayesian Belief Network 

EM Algorithm Probability Learning Sample Complexity Finite and Infinite 

Hypothesis Spaces – Mistake Bound Model. 

 

 

 
 
 

Unit: IV INSTANT BASED LEARNING: 



INSTANT BASED LEARNING: K- Nearest Neighbor Learning Locally weighted 

Regression Radial Bases Functions – Case Based Learning. 

 Unit: V ADVANCED LEARNING: 

ADVANCED LEARNING: Learning Sets of Rules Sequential Covering Algorithm 

Learning Rule Set First Order Rules Sets of First Order Rules Induction on Inverted 

Deduction Inverting Resolution Analytical Learning Perfect Domain Theories 

Explanation Base Learning – FOCL Algorithm - Reinforcement Learning Task 

Learning Temporal Difference Learning 

 
 
Text Books: 

1. Tom M. Mitchell, “Machine Learning”, McGraw-Hill, 2010 

2. Bishop, Christopher. Neural Networks for Pattern Recognition. New York, NY: 
Oxford University Press, 1995 

 

 

REFERENCE BOOK: 

 1. Machine Learning: An Algorithmic Perspective, Stephen Marshland, Taylor & 

Francis 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

 

NATURAL LANGUAGE PROCESSING (Open Elective-1) 

B.Tech. III Year II Semester 

Course Code Category Hours/Week Credits Maximum Marks 

  
L T P C CIA SEE Total 
3 1 - 4 30 70 100 

Contact Classes: 
45 

Tutorial 
Classes: 15 

Practical Classes: 
Nil 

Total Classes: 60 

 Prerequisite: Data structures, finite automata and probability theory 

 

 

 Course Objectives:  

 Introduce to some of the problems and solutions of NLP and their relation 

to linguistics and statistics. 

 

 

 Course Outcomes:  

 Show sensitivity to linguistic phenomena and an ability to model them with 

formal grammars. 

 Understand and carry out proper experimental methodology for 

training and evaluating empirical NLP systems 

 Able to manipulate probabilities, construct statistical models over 

strings and trees, and estimate parameters using supervised and 

unsupervised training methods. 

 Able to design, implement, and analyze NLP algorithms 

 Able to design different language modeling Techniques. 

 

Unit: I Finding the Structure of Words: 

  Finding the Structure of Words: Words and Their Components, Issues and 

Challenges,  Morphological Models 

Finding the Structure of Documents: Introduction, Methods, Complexity of the 

Approaches, Performances of the Approaches 

 

 

 

 

Unit: II Syntax Analysis: 

Syntax Analysis: Parsing Natural Language, Treebanks: A Data-Driven 

Approach to Syntax, Representation of Syntactic Structure, Parsing Algorithms, 

Models for Ambiguity Resolution in Parsing, Multilingual Issues 

 Unit: III Semantic Parsing:  

  Semantic Parsing: Introduction, Semantic Interpretation, System Paradigms, Word 

Sense Systems, Software. 

 
 
 
 
 
 
 
 

Unit: IV     Predicate- 



Predicate-Argument Structure, Meaning Representation Systems, Software. 

 
 

 

 

Unit: V Uncertain knowledge and Learning 

 
Discourse Processing: Cohension, Reference Resolution, Discourse Cohension 

and Structure Language Modeling: Introduction, N-Gram Models, Language 

Model Evaluation, Parameter Estimation, Language Model Adaptation, Types 

of Language Models, Language-Specific Modeling Problems, Multilingual and 

Crosslingual Language Modeling 

 
 

 
Text Books: 

3. Multilingual natural Language Processing Applications: From Theory to 

Practice –

 Daniel M. Bikel and Imed Zitouni, Pearson Publication 
4. Natural Language Processing and Information Retrieval: Tanvier Siddiqui, U.S. 

Tiwary 
 

   REFERENCE BOOK: 

1. Speech and Natural Language Processing - Daniel Jurafsky & James H Martin, 

Pearson Publications 

 

 

 

 

 
 

 

 

 

 

 

 

 

 

 

 

 

 



ARTIFICIAL INTELLIGENCE AND NATURAL LANGUAGE PROCESSING LAB 

B.Tech. III Year II Semester 

Course Code Category Hours/Week Credits Maximum Marks 

  
L T P C CIA SEE Total 
0 0 3 1.5 30 70 100 

Contact Classes: 
45 

Tutorial 
Classes: 15 

Practical Classes: 
Nil 

Total Classes: 60 

  Course Objectives:  

1. Become familiar with basic principles of AI toward problem solving, 

knowledge representation, and learning. 

2. Knowledge on basic Language processing features, design an innovative 

application using NLP components 

 

 
    List of Experiments (AI) 

1) Write a program in prolog to implement simple facts and Queries 

2) Write a program in prolog to implement simple arithmetic 

3) Write a program in prolog to solve Monkey banana problem 

4) Write a program in prolog to solve Tower of Hanoi 

5) Write a program in prolog to solve 8 Puzzle problems 

6) Write a program in prolog to solve 4-Queens problem 

7) Write a program in prolog to solve Traveling salesman problem 

8) Write a program in prolog for Water jug problem 

 List of Experiments (NLP) 

1. Word Analysis 

2. Word Generation 

3. Morphology 

4. N-Grams 

5. N-Grams Smoothing 
  

Text Books: 

1. Artificial Intelligence: A Modern Approach Third Edition Stuart Russell and 

Peter Norvig, 2010. Pearson Education, Inc. ISBN: 978-0-13-604259-4 

2. Daniel Jurafsky, James H. Martin―Speech and Language Processing: An 

Introduction to Natural Language Processing, Computational Linguistics 

and Speech, Pearson Publication, 2014. 
3. Steven Bird, Ewan Klein and Edward Loper, ―Natural Language Processing with 

Python, 

First Edition, O‘Reilly Media, 2009. 
 

 

   

REFERENCE BOOK: 

1. Breck Baldwin, ―Language Processing with Java and Ling Pipe Cookbook, 

Atlantic Publisher, 2015. 

 

 

 

 



DEVOPS LAB 

B.Tech. III Year II Semester 

Course Code Category Hours/Week Credits Maximum Marks 

  
L T P C CIA SEE Total 
0 0 3 1.5 30 70 100 

Contact Classes: 
45 

Tutorial 
Classes: 15 

Practical Classes: 
Nil 

Total Classes: 60 

  Course Objectives:  

1. Describe the agile relationship between development and IT operations. 

2. Understand the skill sets and high-functioning teams involved in 

3. DevOps and related methods to reach a continuous delivery capability 

4. Implement automated system update and DevOps lifecycle 

 

 
List of Experiments: 

1. Write code for a simple user registration form for an event. 

2. Explore Git and GitHub commands. 

3. Practice Source code management on GitHub. Experiment with the 
source code written in exercise 1. 

4. Jenkins installation and setup, explore the environment. 

5. Demonstrate continuous integration and development using Jenkins. 

6. Explore Docker commands for content management. 

7. Develop a simple containerized application using Docker. 

8. Integrate Kubernetes and Docker 

9. Automate the process of running containerized application developed in 
exercise 7 using Kubernetes. 

10. Install and Explore Selenium for automated testing. 

11. Write a simple program in JavaScript and perform testing using Selenium. 

12. Develop test cases for the above containerized application using selenium. 
  

Text Books: 

1. Joakim Verona. Practical Devops, Second Edition. Ingram short title; 2nd 

edition (2018). ISBN-10: 1788392574 

2. Deepak Gaikwad, Viral Thakkar. DevOps Tools from Practitioner's 

Viewpoint. Wiley publications. ISBN: 9788126579952 
 

 

   

REFERENCE BOOK: 

1. Len Bass, Ingo Weber, Liming Zhu. DevOps: A Software Architect's 

Perspective. Addison Wesley 
2. Edureka DevOps Full Course - https://youtu.be/S_0q75eD8Yc 
 

 

 

 

https://youtu.be/S_0q75eD8Yc


INTERNET OF THINGS LAB (PE – III LAB) 

 
B.Tech. III Year II Semester 

Course Code Category Hours/Week Credits Maximum Marks 

  
L T P C CIA SEE Total 
0 0 2 1 30 70 100 

Contact Classes: 
45 

Tutorial 
Classes: 15 

Practical Classes: 
Nil 

Total Classes: 60 

  Prerequisites: A course on “Database Management System. 

   Course Objectives:  

1. The course is intended to obtain hands-on experience using data mining software. 

2. Intended to provide practical exposure of the concepts in data mining algorithms. 

 

 

  Course Outcomes:  

1. Apply preprocessing statistical methods for any given raw data. 

2. Gain practical experience of constructing a data warehouse. 

3. Implement various algorithms for data mining in order to discover 

interesting patterns from large amounts of data. 

4. Apply OLAP operations on data cube construction. 

 
 List of Experiments: 

1. Using raspberry pi 
a. Calculate the distance using a distance sensor. 
b. Basic LED functionality. 

 
2. Using Arduino 

a. Calculate the distance using a distance sensor. 
b. Basic LED functionality. 
c. Calculate temperature using a temperature sensor. 

 
3. Using Node MCU 

a. Calculate the distance using a distance sensor. 
b. Basic LED functionality. 
c. Calculate temperature using a temperature sensor. 

 
 

 

  TEXT BOOKS: 

1. Internet of Things - A Hands-on Approach, Arshdeep Bahga and Vijay 

Madisetti, Universities Press, 2015, ISBN: 9788173719547. 

2. Getting Started with Raspberry Pi, Matt Richardson & Shawn Wallace, O'Reilly 

(SPD), 2014, ISBN: 9789350239759. 

 

 



REFERENCE BOOK: 

1. Bernd Scholz-Reiter, Florian Michahelles, “Architecting the Internet of 

Things”, ISBN 978-3- 642-19156-5 e-ISBN 978-3-642-19157-2, Springer, 2016. 
2. N. Ida, Sensors, Actuators and Their Interfaces, Scitech Publishers, 2014. 

 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

DATA MINING LAB (PE – III LAB) 

 
B.Tech. III Year II Semester 

Course Code Category Hours/Week Credits Maximum Marks 

  
L T P C CIA SEE Total 
0 0 2 1 30 70 100 

Contact Classes: 
45 

Tutorial 
Classes: 15 

Practical Classes: 
Nil 

Total Classes: 60 

   Prerequisites: A course on “Database Management System. 

 
  Course Objectives:  

1. The course is intended to obtain hands-on experience using data mining software. 

2. Intended to provide practical exposure of the concepts in data mining algorithms. 

 

 

 

  Course Outcomes:  

1. Apply preprocessing statistical methods for any given raw data. 

2. Gain practical experience of constructing a data warehouse. 

3. Implement various algorithms for data mining in order to discover 

interesting patterns from large amounts of data. 

4. Apply OLAP operations on data cube construction. 
 

 
 List of Experiments: 

Experiments using Weka & Pentaho Tools 

1. Data Processing Techniques: 

(i) Data cleaning (ii) Data transformation - Normalization 
(iii) Data integration 

2. Partitioning - Horizontal, Vertical, Round Robin, Hash based 

3. Data Warehouse schemas – star, snowflake, fact constellation 

4. Data cube construction – OLAP operations 

5. Data Extraction, Transformations & Loading operations 

6. Implementation of Attribute oriented induction algorithm 

7. Implementation of apriori algorithm 

8. Implementation of FP – Growth algorithm 

9. Implementation of Decision Tree Induction 

10. Calculating Information gain measures 

11. Classification of data using Bayesian approach 

12. Classification of data using K – nearest neighbor approach 

13. Implementation of K – means algorithm 

14. Implementation of BIRCH algorithm 

15. Implementation of PAM algorithm 

16. Implementation of DBSCAN algorithm 
 



  TEXT BOOKS: 

1. Data Mining – Concepts and Techniques - JIAWEI HAN &MICHELINE 
KAMBER, Elsevier. 

2. Data Warehousing, Data Mining &OLAP- Alex Berson and Stephen J. Smith- 

Tata McGraw-Hill Edition, Tenth reprint 2007. 

3.  

 

 

 

 REFERENCE BOOK: 

1. Pang-Ning Tan, Michael Steinbach, Vipin Kumar, Anuj Karpatne, Introduction to 

Data Mining, Pearson Education. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

DEEP LEARNING LAB (PE – III LAB) 

 
B.Tech. III Year II Semester 

Course Code Category Hours/Week Credits Maximum Marks 

  
L T P C CIA SEE Total 
0 0 2 1 30 70 100 

Contact Classes: 
45 

Tutorial 
Classes: 15 

Practical Classes: 
Nil 

Total Classes: 60 

     Course Objectives:  

1. To Build the Foundation of Deep Learning. 

2. To Understand How to Build the Neural Network. 

3. To enable students to develop successful machine learning concepts. 

 

 

 

 

  Course Outcomes:  

1. Upon the Successful Completion of the Course, the Students would be able to: 

2. Learn the Fundamental Principles of Deep Learning. 

3. Identify the Deep Learning Algorithms for Various Types of Learning Tasks in 

various domains. 

4. Implement Deep Learning Algorithms and Solve Real-world problems. 

 

 

 

 List of Experiments: 

1. Setting up the Spyder IDE Environment and Executing a Python Program 

2. Installing Keras, Tensorflow and Pytorch libraries and making use of them 

3. Applying the Convolution Neural Network on computer vision problems 

4. Image classification on MNIST dataset (CNN model with Fully connected layer) 

5. Applying the Deep Learning Models in the field of Natural Language Processing 

6. Train a sentiment analysis model on IMDB dataset, use RNN layers with 
LSTM/GRU notes 

7. Applying the Autoencoder algorithms for encoding the real-world data 

8. Applying Generative Adversial Networks for image generation and unsupervised 
tasks. 

 

 

  TEXT BOOKS: 

1. Deep Learning by Ian Goodfellow, Yoshua Bengio and Aaron Courville, MIT 
Press. 

2. The Elements of Statistical Learning by T. Hastie, R. Tibshirani, and J. Friedman, 

Springer. 
3. Probabilistic Graphical Models. Koller, and N. Friedman, MIT Press. 

 

 

 

 

 REFERENCE BOOK: 

1. Bishop, C.M., Pattern Recognition and Machine Learning, Springer, 2006. 

2. Yegnanarayana, B., Artificial Neural Networks PHI Learning Pvt. Ltd, 2009. 

3. Golub, G.H., and Van Loan, C.F., Matrix Computations, JHU Press, 2013. 

4. Satish Kumar, Neural Networks: A Classroom Approach, Tata McGraw Hill 

Education, 2004. 
 

 

 



  EXTENSIVE READING: 

1. http://www.deeplearning.net 
2. https://www.deeplearningbook.org/ 
3. https://developers.google.com/machine-learning/crash-course/ml-intro 
4. www.cs.toronto.edu/~fritz/absps/imagenet.pdf 
5. http://neuralnetworksanddeeplearning.com/ 

  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

http://www.deeplearning.net/
https://www.deeplearningbook.org/
https://developers.google.com/machine-learning/crash-course/ml-intro
http://www.cs.toronto.edu/~fritz/absps/imagenet.pdf
http://neuralnetworksanddeeplearning.com/


 

MOBILE APPLICATION DEVELOPMENT LAB (PE – 

III Lab) 

 
B.Tech. III Year II Semester 

Course Code Category Hours/Week Credits Maximum Marks 

  
L T P C CIA SEE Total 
0 0 2 1 30 70 100 

Contact Classes: 
45 

Tutorial 
Classes: 15 

Practical Classes: 
Nil 

Total Classes: 60 

     Course Objectives:  

1. To learn how to develop Applications in android environment. 

2. To learn how to develop user interface applications. 

3. To learn how to develop URL related applications. 

 

 

 

 

  Course Outcomes:  

1. Student understands the working of Android OS Practically. 

2. Student will be able to develop user interfaces. 

3. Student will be able to develop, deploy and maintain the Android Applications. 

4.  

5.  



1. Create an Android application that shows Hello + name of the user and run it on an 
emulator. 

(b) Create an application that takes the name from a text box and shows hello 
message along with the name entered in text box, when the user clicks the OK 
button. 

2. Create a screen that has input boxes for User Name, Password, Address, Gender 
(radio buttons for male and female), Age (numeric), Date of Birth (Date Picket), 
State (Spinner) and a Submit button. On clicking the submit button, print all the 
data below the Submit Button. Use 

(a) Linear Layout (b) Relative Layout and (c) Grid Layout or Table Layout. 

3. Develop an application that shows names as a list and on selecting a name it should 
show the details of the candidate on the next screen with a “Back” button. If the 
screen is rotated to landscape mode (width greater than height), then the screen 
should show list on left fragment and details on right fragment instead of second 
screen with back button. Use Fragment transactions and Rotation event listener. 

4. Develop an application that uses a menu with 3 options for dialing a number, 
opening a website and to send an SMS. On selecting an option, the appropriate 
action should be invoked using intents. 

5. Develop an application that inserts some notifications into Notification area and 
whenever a notification is inserted, it should show a toast with details of the 
notification. 

6. Create an application that uses a text file to store user names and passwords (tab 
separated fields and one record per line). When the user submits a login name and 
password through a screen, the details should be verified with the text file data and 
if they match, show a dialog saying that login is successful. Otherwise, show the 
dialog with Login Failed message. 

7. Create a user registration application that stores the user details in a database table. 

8. Create a database and a user table where the details of login names and passwords 
are stored. Insert some names and passwords initially. Now the login details 
entered by the user should be verified with the database and an appropriate dialog 
should be shown to the user. 

9. Create an admin application for the user table, which shows all records as a list and 
the admin can select any record for edit or modify. The results should be reflected in 
the table. 

10. Develop an application that shows all contacts of the phone along with details like 
name, phone number, mobile number etc. 

11. Create an application that saves user information like name, age, gender etc. in 
shared preference and retrieves them when the program restarts. 

12. Create an alarm that rings every Sunday at 8:00 AM. Modify it to use a time picker 
to set alarm time. 

13. Create an application that shows the given URL (from a text field) in a browser. 
 

 

  

TEXT BOOKS: 

1. Professional Android 4 Application Development, Reto Meier, Wiley India, 
(Wrox), 2012 

2. Android Application Development for Java Programmers, James C Sheusi, 
Cengage Learning, 2013 

 
  REFERENCE BOOK: 

 1. Beginning Android 4 Application Development, Wei-Meng Lee, Wiley India 
(Wrox), 2013. 

 
 

 



 

CRYPTOGRAPHY AND NETWORK SECURITY LAB (PE – III Lab) 

 
B.Tech. III Year II Semester 

Course Code Category Hours/Week Credits Maximum Marks 

  
L T P C CIA SEE Total 
0 0 2 1 30 70 100 

Contact Classes: 
45 

Tutorial 
Classes: 15 

Practical Classes: 
Nil 

Total Classes: 60 

  Course Objectives:  

1. Explain the objectives of information security 

2. Explain the importance and application of each of confidentiality, integrity, 
authentication and availability 

3. Understand various cryptographic algorithms. 

 

 
   Course Outcomes:  

1. Understand basic cryptographic algorithms, message and web 
authentication and security issues. 

2. Identify information system requirements for both of them such as client and 
server. 

3. Understand the current legal issues towards information security. 
 

 

 



  List of Experiments: 
1. Write a C program that contains a string (char pointer) with a value ‘Hello world’. 

The program should XOR each character in this string with 0 and displays the 

result. 

 

2. Write a C program that contains a string (char pointer) with a value ‘Hello world’. 

The program should AND or and XOR each character in this string with 127 and 

display the result. 

 

3. Write a Java program to perform encryption and decryption using the following 

algorithms 

a. Ceaser cipher b. Substitution cipher c. Hill Cipher 

 

4. Write a C/JAVA program to implement the DES algorithm logic. 

 

5. Write a C/JAVA program to implement the Blowfish algorithm logic. 

 

6. Write a C/JAVA program to implement the Rijndael algorithm logic. 

 

7. Write the RC4 logic in Java Using Java cryptography; encrypt the text “Hello 

world” using Blowfish. Create your own key using Java key tool. 

 

8. Write a Java program to implement RSA algorithm. 

 

9. Implement the Diffie-Hellman Key Exchange mechanism using HTML and JavaScript. 

 

10. Calculate the message digest of a text using the SHA-1 algorithm in JAVA. 

 

11. Calculate the message digest of a text using the MD5 algorithm in JAVA. 

 

  TEXT BOOKS: 

1.Cryptography and Network Security - Principles and Practice: William 

    Stallings, Pearson Education, 6th Edition 

2.Cryptography and Network Security: Atul Kahate, McGraw Hill, 3rd Edition 

 

REFERENCE BOOK: 

1. Cryptography and Network Security: C K Shyamala, N Harini, Dr T R 

Padmanabhan, Wiley India, 1st Edition. 
2. Cryptography and Network Security: Forouzan Mukhopadhyay, McGraw Hill, 

3rd Edition 
3. Information Security, Principles, and Practice: Mark Stamp, Wiley India. 

4. Principles of Computer Security: WM. Arthur Conklin, Greg White, TMH 

5. Introduction to Network Security: Neal Krawetz, CENGAGE Learning 

6. Network Security and Cryptography: Bernard Menezes, CENGAGE Learning 
 

 

 



 

Cyber Security 

(Common to EEE, ECE, CSE, IT, IOT, AI&ML, DSE) 

 B.Tech. III Year II Semester 

Course Code Category Hours/Week Credits Maximum Marks 

  
L T P C CIA SEE Total 
3 - - 3 30 70 100 

Contact Classes: 
45 

Tutorial 
Classes: 15 

Practical Classes: 
Nil 

Total Classes: 60 

 Course Objectives:  

 To familiarize various types of cyber-attacks and cyber-crimes 

 To give an overview of the cyber laws 

 To study the defensive techniques against these attacks 
 

 

 

 

 Course Outcomes:  The students will be able to understand cyber-attacks, types of 

cybercrimes, cyber laws and also how to protect them self and ultimately the entire Internet 

community from such attacks. 

 

 
 

 

     5.  perform data  

Unit: I  Introduction to Cyber Security  

 Basic Cyber Security Concepts, layers of security, Vulnerability, threat, Harmful 

acts, Internet Governance – Challenges and Constraints, Computer Criminals, CIA 

Triad, Assets and Threat, motive of attackers, active attacks, passive attacks, 

Software attacks, hardware attacks, Spectrum of attacks, Taxonomy of various 

attacks, IP spoofing, Methods of defense, Security Models, risk management, Cyber 

Threats-Cyber Warfare, Cyber Crime, Cyber terrorism, Cyber Espionage, etc., 

Comprehensive Cyber Security Policy. 

 

Unit: II    Cyberspace and the Law & Cyber Forensics 

Introduction, Cyber Security Regulations, Roles of International Law. The INDIAN 

Cyberspace, National Cyber Security Policy. 

Introduction, Historical background of Cyber forensics, Digital Forensics Science, 

The Need for Computer Forensics, Cyber Forensics and Digital evidence, Forensics 

Analysis of Email, Digital Forensics Lifecycle, Forensics Investigation, Challenges in 

Computer Forensics, Special Techniques for Forensics Auditing. 

 
Unit: III Cybercrime: Mobile and Wireless Devices 

Introduction, Proliferation of Mobile and Wireless Devices, Trends in Mobility, 

Credit card Frauds in Mobile and Wireless Computing Era, Security Challenges 

Posed by Mobile Devices, Registry Settings for Mobile Devices, Authentication 

service Security, Attacks on Mobile/Cell Phones, Mobile Devices: Security 

Implications for Organizations, Organizational Measures for Handling Mobile, 

Organizational Security Policies and Measures in Mobile Computing Era, Laptops. 

 
Unit: IV Cyber Security: Organizational Implications 



 

Introduction, cost of cybercrimes and IPR issues, web threats for organizations, 

security and privacy implications, social media marketing: security risks and perils 

for organizations, social computing and the associated challenges for organizations. 

Cybercrime and Cyber terrorism: Introduction, intellectual property in the 

cyberspace, the ethical dimension of cybercrimes the psychology, mindset and skills 

of hackers and other cyber criminals. 

  
Unit: V 

 
Privacy Issues 

Basic Data Privacy Concepts: Fundamental Concepts, Data Privacy Attacks, Data 

linking and profiling, privacy policies and their specifications, privacy policy 

languages, privacy in different domains- medical, financial, etc 

Cybercrime: Examples and Mini-Cases 

Examples: Official Website of Maharashtra Government Hacked, Indian Banks Lose 

Millions of Rupees, Parliament Attack, Pune City Police Bust Nigerian Racket, e-

mail spoofing instances. 

Mini-Cases: The Indian Case of online Gambling, An Indian Case of Intellectual 

Property Crime, Financial Frauds in Cyber Domain. 

 

 

Text Books: 
1. Nina Godbole and Sunit Belpure, Cyber Security Understanding Cyber 

Crimes, Computer Forensics and Legal Perspectives, Wiley 

2. B. B. Gupta, D. P. Agrawal, Haoxiang Wang, Computer and Cyber Security: 

Principles, Algorithm, Applications, and Perspectives, CRC Press, ISBN 

9780815371335, 2018. 

 

 

   

REFERENCE BOOK:     

1. Cyber Security Essentials, James Graham, Richard Howard and Ryan Otson, CRC 

Press. 

2. Introduction to Cyber Security, Chwan-Hwa(john) Wu,J. David Irwin, CRC Press 

T&F Group. 
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